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ABSTRACT 



Apparatus and method for managing bidirectional 
transmission of information between a wired network 
and at least one mobile communication unit (10) in wire- 
less communication with the wired network, llie wired 
network is of the type wherein users of the network are 
each assigned a unique network address such as in, for 
example, a TCP/IP network. In accordance with the 
invention there is provided a local gateway (16) cou- 
pled between a wireless LAN and the wired network 
for communication with a mobile communication unit. 
There is also provided a global gateway (18) coupled to 
the local gateway and to remote users of the network. 
The global gateway functions to maintain a plurality of 
network addresses and, in response to a request for an 
assignment of a network address from the mobile com- 
munication unit, assigns one of the plurality of network 
addresses to the requesting mobile communication unit 
The global gateway also buffers and routes data re- 
ceived from a remote user, the data being directed to an 
addresss corresponding to the assigned network ad- 
dress, to the mobile conmiimication unit having the 
assigned address. 

20 Oaims, 5 Drawing Sheets 
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FIG. 4 
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ment the Gateway to Gateway Protocol (GGP) to 

NETWORK ADDRESS MANAGEMENT FOR A coordinate signalling and other internet control infor- 

WIRED NETWORK SUPPORTING WIRELESS mation. 

COMMUNICATION TO A PLURALITY OF The Internet protocols were originally developed 

MOBILE USERS 5 with an assumption that users, each of which is assigned 

a unique Internet address, would be connected to the 

FIELD OF THE INVENTION network at fixed locations. However, for portable and 

This invention relates generally to communication handheld computers the movement, or migration, of 

method and apparatus and, in particular, to method and users about the network is typically the rule rather than 

apparatus for managing network address assignments in the exception. As a result, a problem is created in that 

a network that includes mobile users. the implicit design assumptions of the Internet protocol 

BACKGROUND OF THE INVENTION ""oT 'StTS ^ S^udc ^ foUowing. In 

Commonly assigned U.S. Pat. No. 4,893,307, issued U.S Pat, No. 4,914.652. issued Apr. 3, 1990, Nguyen 
Jan. 9, 1990, "Method and Apparatus for Linking SNA discloses a method for managing data transmissions in a 
Terminals to an SNA Host Over a Packet Switched single network, but not the routing and delivery of data 
Communications Network", D. B. McKay, R. M. Mor- between networks. In U.S. Pat. No. 4,750.109, issued 
ten and M. P. Marsili. describes an architectural model Jun. 7, 1988, Kits teaches methods for allocating com- 
of the Department of Defense (DoD) protocol suite. munication channels. In U.S. Pat. No. 4.706,081, issued 
Referring to FIG. 1 the architecture is said to be similar 20 j^g^^ ^ merging of physi- 

to. but not identical with, the International Standards cally separate networks into a single logical network at 
Organization QSO) Open Systems Interconnection a level below the addressing considerations required to 
(OSI) architecture. affect the Internet protocols. In U.S. Pat. No. 4.644.461. 

A Defense Data Network (DDN standard estob- ^^^^ peb, 17. 1987. Jemiings discloses a computer 
iishes cnter^ for an Internet Protocol QP) which sup. 25 ^^^itecture including cross-bar and queue structures 

interconnection of communication LANs. It ^^^^ ^^^^^ ^i^^in the computer, 

mtroduces the Internet .Protocol's role and purpose. eommonly assigned U.S. Pat. No. 4,809,257, issued 

defines the servic^ provided to users, and specifies the 35 j^g^ ^^^^^ "Hierarchical Distributed Infra- 

mechanisms needed to support those services. The Stan- , , # V c ♦ m ^T » w • * 1 1 

dard also defines the seV^ices required of the lower 30 red Communication System'; ^^^^ 
protocol layer, describes the upp^r and lower inter- 2i%"','?ft'''''' ^workstations mto an IR network, 
faces, and outlines the execution environment services ^^1^^ '^"""^K^ ^y?^^"" * P^«:^'*y 23 to 

need for implementation. another network such as a nng or a bus local area net- 

A Transmission Control Protocol (TCP) is a trans- ^^^^ ^ cable-bound subnetwork, 
port protocol providing connection-oriented, end-to- 35 <^her patents of mterest mclude the following. In 
end reliable data transmission in packet-switched com- 4»807.222. issued Feb. 21. 1989, N. Amitay 

puter LANs and internetworks. discloses a wireless network using intelligent interfaces 

The Internet Protocol (IP) and the Transmission ^red network connection. The interface is to 

Control Protocol (TCP) are mandatory for use in all » token bus network. 

DoD packet switching networks which connect or 40 In U.S. Pat No. 4.665,519. issued May 12, 1987, T L. 
have the potential for utilizing connectivity across net- Kirchner et al. disclose the use of VHP FM radio as a 
work or subnetwork boundaries. Network elements, means of connecting computers and computer peripher- 
such as hosts, front-ends, gateways, etc.. within such als. This patent describes the implementation of an asyn- 
networks which are to be used for internetting must chronous access, token based protocol. In International 
implement TCP/IP. 45 Patent W088/07794. published Oct. 6, 1988, G. Vacon 

The Internet Protocol is designed to interconnect discloses the use of a wireless microwave bridge be- 
packet-switched communication LANs to form an in- tween two networks utilizing a CSMA/CD protocol, 
tcmetwork. The IP transmits blocks of data, called In IBM Technical.Disclosurc Bulletin Vol. 24 No. 8. 
internet datagrams, from sources to destinations 1^82 F. Gfeller describes general control principles of 
throughout the internet. Sources and destinations are 50 an infrared wireless communication network incorpo- 
hosts located on either the same subnetwork or con- rating multiple base stations and multiple mobile com- 
nected LANs. The IP is purposely limited in scope to puters. Transmission occurs over the wireless IR me- 
provide the basic functions necessary to deliver a block dium using different frequencies for the uplink and the 
of data. Each internet datagram is an independent entity downlink. 

unrelated to any other internet datagrams. The IP does 55 What is not taught by this prior art, and what is thus 
not create connections or logical circuits and has no an object of the invention to provide, is method and 
mechanisms to promote data reliability, flow control. apparatus for coupling wireless migrating users to a 
sequencing, or other services commonly found in vir- network operating in accordance with the TCP/IP 
tual circuit protocols. type-protocol. 

The DDN standard specifies a host IP. As defined in 60 citmmap v of top mvPMxioM 

the DoD architectural mode, the Internet Protocol SUMMARY OF THE INVENTION 

resides in the internetwork layer. Thus, the IP provides The foregoing problems are overcome and other 
services to transport layer protocols and relies on the advantages are realized by method and apparatus that 
services of the lower network protocol. In each gate- manages mobile communication unit address assign- 
way, a system interconnecting two or more LANs, an 65 ments and which assumes responsibility for the routing 
IP resides above two or more LANs protocol entities. of all packets destined for the mobile units. Addition- 
Gateways implement the internet protocol to forward ally, a local mobile unit gateway service is provided on 
datagrams between networks. Gateways also imple- every network or LAN in order to route packets to the 
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mobile units coupled to the network. In accordance Communication between mobile units 10 is through 

with the invention a network address, such as an Inter- the header stations 12 via the LAN 14. Communication 

net address, that is associated with a particular mobile between the header stations 12 is primarily via the LAN 

unit encodes a network not physically embodied any- 14. 

where, referred to herein as a *pseudo-network*. Rout- 5 One suitable embodiment for the header stations 12 
ers of data packets are instructed to forward packets, and the mobile units 10 is disclosed in commonly as- 
destined for the designated network, to the global gate- signed U.S. patent application Ser. No. 07/605,052, filed 
way. The global gateway subsequently executes meth- Oct 29, 1990, entitled 'Transceiver for Extending a 
ods, described in detail, to accomplish the packet trans- CSMA/CD Network for Wireless Communication" by 
mission to the target mobile unit. The Internet addresses Hortcnsius and H. Winbom. 
for each mobile unit are allocated and deallocated from The network 10 conforms, in the presently preferred 
a pool of addresses available for the pseudo-network. A embodiment of the invention, to a network protocol 
'permanent* assignment of a pseudo-address to a mobile known as the Transport Control Protocol/Internet 
unit is also within the scope of operation of the global Protocol (TCP/IP), as described in detail in "Internet- 
gateway. working with TCP/IP Principles, Protocols, and Ar- 

That is, the invention relates to apparatus and method chitectures" by Douglas E. Comer. Prentice HaU, NJ., 

for managing bidirectional transmission of information 1^88. The teaching of the invention should, however, 

bet^^'een a wired network and at least one mobOe com- ^ construed to be limited to only such a network 

munication unit in wireless communication with the Protocol, but may be employed with any protocol that 

wired network. The wired network is of the type encodes a LAN identification into a network address, 

wherein users of the network are each assigned a unique , In accordance with an aspect of the invention each of 

network address such as in. for example, a TCP/IP ^ V?*=^"^f one load gateway 

network. In accordance with the invention there is *f ^J^^^^ITl "^"f u 

provided a local gateway coupled between a wireless „ ^^^^ ^^T^, ^ f"^ 14, to a global gateway 

network and the wired network for communicating The global gateway 18 is also coupled to remote 

with a mobile communication unit. There is also prl users who may be dispersed over a wide geo- 

vided a global gateway coupled to the local gateway ^f^}^ local gateways 16 may each be an 

and to remote u^rs of the network. Tlie global gatewaj I'^'f^T ^ t'f ' T l^^^f '^"llJ 

functions to maintain a plurality of network addresses f'^r^^Ir^^^^ shown Tlie global gateway 18 

. . . i . 30 is preferably a data processor havms smtable network 

and. in response to a request for an assignment of a « „^ % c rT r auiuiui^ w^ww* 

«-*„,«*b f ♦u w i • adapters and an archival facihty for stonng packets 

network address from the mobile communication unit. ^aJL^^^a ^f*u^ v i „ *a j 

^^^i^^ -1 r. r * 1 J J * ^i. addressed to particular ones of the mobile umts 10 dur- 

^^ctin/ KM plurality Of network addresses to the ^ , ^^^^ ^^^ile units are not in contact with 

reque^tmg mobile commumcation unit. The global gate- jj,, ^i^^j^ ^^^^^^^ T^e data processor that com- 
way also buffers and routes data received from a re^^^^ 35 prises the global gateway 18 includes means for assign- 

user to the mobile commumcation unit having the as- -^^^ maintaining and associating "pseudo-IP" addre^ 

signed address, the data being directed to an address ^-^^ particular ones of the mobUe units 10. in a manner 

corresponding to the assigned network address. ^ described. 

BRIEF DESCRIPTION OF THE DRAWING A" address consists of four bytes, or 32 bits, that 
— . .ru^,.^ 40 are partitioned into a LAN identification and a Host 

The above set forth and other features of the inven- identification. By example, an IP address may have the 

tion are made more apparent m the ensmng Detailed fonn 123.45.67.12. The first two bytes encode a LAN 

Descnption of the Invention when read in conjunction address of 123 (byte 1) and 45 (byte 2). The remaining 

with the attached Drawing, wherem: bytes generaUy encode Host information. There is 
FIG. 1 is a pnor art architectural diagram of the 45 a different Host associated with each LAN. Thus, in the 

. . example provided Host (12) may have up to 256 IP 

FIG. 2 IS a block diagram showing a global gateway addresses associated therewith, as encoded in the third 

coupled to a plurality of local gateways each of which i,yte. 

"^XJ,^^*^! ^ separate wired/wireless LAN; and i„ accordance with IP practice each user of the net- 
FIGS. 3-6 are each a flowchart depicting various 50 work is assigned a unique network address, A problem 
mteractions between mobile units, a global gateway, a solved by the invention relates to the assignment of IP 
local gateway and remote users. addresses to the mobUe units 10 which, inherently, do 
DETAILED DESCRIPTION OF THE maintain a fixed connection relationship with the 
INVENTION network. This problem is solved, as described below, by 
_ . . ^ 55 allocatingaplurality of IP addresses to the global gate- 
Refemng to FIG. 2 there is Olustrated a communica- way 18. These allocated IP addresses are subsequently 
tions area network 1. The network 1 includes one or dynamically assigned by the global gateway 18 to re- 
more local area networks (LANs) 2 and 3. Each LAN questing mobile units 10, either on a temporary basis 
mcludes a wireless network comprised of a plurality of (one network session) or on a permanent, extended, 
mobile communication units (MU) 10 in wireless com- 60 basis (several network sessions). At the termination of a 
munication with a plurality of header stations (HS) 12. session or sessions the IP address is returned to the 
Each of the header stations 12 is bidirectionally coupled global gateway 18 for subsequent reassignment to the 
to a wired LAN 14. In the presently preferred embodi- same or another mobile unit 10. These assigned IP ad- 
ment of the invention the wireless medium is comprised dresses are referred to herein as pseudo-IP addresses 
of infrared (IR) radiation, although other embodiments 65 and represent a dynamic pseudo-network, 
may employ an RF wireless medium. Each of the In accordance with the invention a network address, 
header stations 12 has associated therewith a communi- such as an Internet address that is associated with a 
cations coverage area, or cell 11. particular mobile unit 10 encodes a network not physi- 
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cally embodied anywhere and which is referred to the local gateway 16 instead begins to relay packets 

herein as the pseudo-network. In accordance with an from those sessions, the packets being stored and for- 

aspect of the invention the global gateway 18 "owns" warded by the global gateway 18, Likewise, when the 

all of associated pseudo-IP addresses and allocates and global gateway 18 receives the request, it compares the 

deallocates the pseudo-IP addresses as the mobDe units 5 incoming mobile unit 10 identifier, or serial number, 

10 enter and leave the LANs 2 and 3. A mobile unit 10 with a list of serial numbers to purge any stored packets 

typically maintains its assigned pseudo-IP address untU that might have been saved for the mobile unit 10. 

it is turned off. or until the network session is actively if the global gateway 18 returns to the newly acti- 

tcrmmated. Upon specific request by a particular one of vated mobUe unit 10 a permanently registered pscudo- 

the mobile units 10 a ^permanent' association is made 10 ip address, the global gateway 18 may also begin for- 

between a mobile unit 10 and one of the pseudo-IP warding messages and other stored data to that mobUe 

addresses. This permanent assignment is preferably not unit 10, through the local gateway 16. This data is origi- 

pcrmanent m the sense tlmt the mobile unit 10 would „ally received from the network during a period that 

ownjhe ^dr«s for aU time, m that the mobile unit 10 associated with the permanently 

pseudcv P addresses could quickly be consum^. Pref- 15 registered pseudo-IP address is inactive. ITUs received 

erably. the permanent assigmnent is on y sufficiently ^ata is buffered by the global gateway 18 during this 

long so as to accompUsh a specific task which may subsequent ddivery to the mobUe uSt 10 

?^ separate network sessions. The ^y,^^ mobuTunit 10 once more becomes active, 
global gateway 18 is responsible for mamtaming the 

permanent pseudo-IP association, even though a local 20 Resumption of Service (FIG. 4) 

gateway 16 may also maintain the relationship for so u/k-« - ««u:i- «n n j • j- * 

long as the mobile unit 10 stays in contact with the local ^ i f ^ ^ I* """^ "^"""^ 

gateway 16. The global gateway 18 also buffers any tl^^^'l^ Z^^ previous network comiection it 

packets destined for a particular mobile unit 10 during ^'^.^^ ^^"^ ^'^'^f ^ ^ ^^f^^' 

any time that the mobile unit 10 is out of touch with the 25 '^T.^' local gateway 16 to 

network, such as the mobile unh 10' which is not lo- "^^^^ «f ^^?|y P?^^^y « P^^>°"? 

cated within one of the communication ceUs 11. gateway 16. that the naobile unit 10 has migrated 

A function of the local gateway 16 is to deliver data "* gateway 16 requests from 

packets, via the wireless downlink, to known mobile ^^^^ gateway 18 all packets currently queued for 

units 10 within its associated ceU 11. If a mobUe unit 10 30 pseudo-IP address and dehvers the 

is out of touch with the wireless network no other local Packets over the downlink wireless channel. The global 

gateway 16 participates in the transmission of packets gateway 18 thereafter forwards to the local gateway 16 

destined for that mobile unit 10. ^ ^"^ure packets addressed to the pseudo-IP address 

Being out of touch for a predetermined period of time associated, either temporarily or permanently, with the 
causes the mobile unites local gateway 16 to notify the 35 mobile unit 10. Any remote users having knowledge of 
global gateway 18, via LAN 14. that the mobile unit 10 ^he pseudo-IP address may negotiate an optimal route 
is no longer a member of the group of mobile units ^o the local gateway 16. employing known IP proto- 
associated with the local gateway 16. In response to this regard the local gateway 16 assumes re- 
being notified of the disappearance of the mobile unit 10 sponsibility for breaking the route if and when the mo- 
the global gateway 18 terminates the forwarding of 40 ^^^^ 10 migrates out of the local gateway's 16 cell 
packets, through the local gateway 16, that are directed area. 

to the inactive mobile unit. To avoid an unstable situation that may arise if the 

The following communication operations are now local gateway 16 purged internal data structures of all 

described in detail: (a) initialization of a mobile unit 10 knowledge of a mobile unit 10 as soon as the mobile unit 

and the initialization of network routing for the mobile 45 was determined to be out of touch, such as might 

unit 10; (b) resumption of service to a mobile unit 10; (c) * arise if a particular mobile unit 10 wandered along the 

termination of service to a mobile unit 10; (d) delivery periphery of a cell 11; the local gateway 16 temporarily 

of packets to a mobile unit 10; and (e) transmission of queues packets destined for the mobile units 10 within 

packets from a mobile unit 10. the local gateway's service area (or LAN). If the mobile 

1 r rrr,^ ,v 50 uHit 10 rctums to thc local gatcway's servicc arca bcforc 

Imtialization (HG. 3) jhe queuing time limit expires the local gateway 16 

When a mobile unit 10 first enters a LAN cell 11 it delivers the queued packets to the mobile unit 10. As 

performs the following operations. The newly arrived such, so long as the mobile unit 10 returns to the service 

mobile unit 10 first directs a message, via a header sta- area within a predetermined time interval the local 

tion 12. to the local gateway 16. This message requests 35 gateway is not required to notify the global gateway 18 

the local gateway 16, through the global gateway 18, to that the local gateway 16 has relinquished responsibility 

activate a pseudo-IP addiress for the mobile unit 10. The for the mobile unit 10. 

mobile unit 10 identifies itself by transmitting a imique _ . . , ^ • 

identifier, such as its serial number, that is permanently Termination of Service (FIG. 5) 

stored within a memory of the mobUe unit 10. The 60 If a mobile unit 10 intends to terminate mcoming 

requested pseudo-IP address may be either a pseudo-IP network service in an orderly manner it notifies the 

address that is permanently assigned to that mobile unit local gateway 16 via a header station 12. The local 

10, or a dynamically allocated pseudo-IP address that gateway 16 notifies the global gateway 18 that the mo- 

the global gateway 18 selects from a pool of such ad- bile unit's pseudo-IP address may be deallocated. The 

dresses. 65 global gateway 18 also purges all stored information 

The local gateway 16 determines from the mobile relating to the mobile unit 10. The global gateway 18 

unit's request that the mobile unit 10 docs not expect to does not purge the association between the pseudo-IP 

resume service from any previous sessions. Otherwise, address and the particular mobile unh 10 if the mobile 
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unit 10 has previously requested and received a penna- them as data within new IP packets destined for the 
nently associated pseudo-IP address. local gateway 16. The local gateway 16, which may be 

Delivery of Packets to a Mobile Unit 10 (FIG. 6) °[ ""^f accomplishes further 

transmission of the data to the target mobile unit by 

AU communication from a remote user to a mobile 5 using a non-Intemet protocol. That is, by whatever 

i« t^R'"^ P""*!?:"* °^ protocol is established for the wireless network commu- 

unit 10. Fully quahfied mobile unit 10 names specify a ^^ation. Any packet transmitted to a pseudo-IP address 

domain for use with network namescrvers. By example, ,p ^^uld be routed to the global gateway 18. thus 

a moMe unit W having «. associated name of "C^ ^ ^le pseudo-UP add^. Indeed, the 

^^I^J^J^^Z^^^^'^^X'^T'^^^^ '° P™W«n solved by the ^ of the invention is that of 

nawII.np.watson.ibm.com and thus have the fully j- « • i ^ t t_ • »•% 

qualined name "C-E«Perkins.hawII.np.watson.ibm' T number mside the IP 

2om- When a remote user initiates a conversation with ttT^^l w "^"^'"^ 

a mobile unit 10 the remote user typically consults a communication entity 

network nameserver configured to send requests for 15 J"^^^"^, ^ executmg software to cn- 

specified mobile unit 10 names to a specified mobile unit *P^^ °f P^udo-IP addresses, the re- 

10 global gateway 18, A request for a mobUe unit 10 ""^^f. ^^^^ ^"^^^^ ™^ P^^^" 

name fails unless there exists an association registered ^"^f^^ gateway 16, with- 

between the mobile unit 10 name and a particular pseu- requiring the intervention of the global gateway 18. 

do-IP address. 20 mode of operation requires the local gateway 16 to 

Nameserver operation is now described in greater '^^om the remote user before the local gateway 16 

detail. If the requested name is associated to a penna- teminates service for the mobile unit 10. as in the case 

nently assigned address, that address is returned by the w^^" mobile unit becomes inactive or migrates out 

nameserver even though the associated mobile unit 10 is of the cells 11 served by the local gateway 16. 

turned off. If the requested name is temporarily regis- 25 1" either situation described above the remote user is 

lered to a pseudo-IP address, that address is returned. required to send mobile unit 10 data packets to the 

However, if the name is associated with a previously global gateway 18 for storage while the mobfle unit 10 

known pseudo-IP address, a predetermined special IP is inactive, 

address is returned. The special pseudo-IP address is _ • - , »^ ,t 

reserved only for this use and is not otherwise ever 30 transmission from a Mobile Umt 10 to a Remote User 

assigned to any mobile unit 10. This reserved address is Transmission of packeu from a mobile unit 10 to a 

specially handled by the global gateway 18 if it is used remote user is accomplished using conventional IP ad- 

by remote hosts for incoming mail requests Using the dressing techniques. However, if the remote computer 

example given previously the returned IP address may is known to be able to operate with multiplexed pseudo- 

correspond to 123.45.199.12. where 199 corresponds to 35 IP address assignments, as described below, the mobile 

the reserved address. unit 10 encapsulates outgoing data within a header 

If a remote user obtains the pseudo-IP address of a within the TCP packet to ensure that the remote user 

registered mobile umt 10, the remote user is enabled to becomes aware of which specific mobile unit 10 is the 

send messages, such as mail, to the mobile unit 10, even source of the data. 

if the mobile unit 10 is inactive. In this case the message 40 Having described the five communication operations 

packets are stored, as previously described, by the jis^ed above other aspects of the invention are now 

global gateway 18 until such time as the mobile unit 10 described, specifically multiple interactive global gate- 

1^ w«?it 'J' 1^^^ T^p • ''^'''^ ""^^T ^«ys multiplexed, or shared. pseudo-IP addresses, 
aled local gateway 16. TCP session requests for the 

mobile unit 10 from the remote user are denied by the 45 Multiple Interactive Global Gateways 

global gateway 18 unless the mobile unit 10 is active. a -inou oIoKoi ifi ««« k-^^-,- « k««i^ 

although the session request may be accepted by the A single global gateway 18 may become a botUcneck 
global gateway 18 when the mobile unit is active but simukaneously managing many separate Internet- 

merely temporarily "out of touch". However, only ^ "^t " ^^lons. This is unlikely, however 

permanently situated mobile units 10 having a regis- 50 ""^^^ there are many remote users having no ^lal 

tered, permanent IP address may rely on conventional ^^^^'f^S^ of the special nature of the pseudo-IP ad- 

IP methods for point-to-point network communica- dress, but which nevertheless maintain active communi- 

tions. cations with the mobile units 10. To eliminate this po- 

A mobile unit 10 deUvering a packet to a remote user bottleneck several global gateways 18 are cm- 
employs conventional methods of network transmission 55 P^^y^ partition the set of all mobile units 10 into 
and uses the IP address of the remote user. A remote disjoint subsets. This may be accomplished m cither of 
user, running software having no provisions for mobile ^^V^ ^ method employs different "pseudo- 
unit 10 communications, transmits a packet to a mobile network" numbers, one per global gateway 18. Altema- 
unit 10 by routing the packet to the global gateway 18, tively, each global gateway 18 maintains and shares 
which then relays the packet to the local gateway 16 60 >^ peers a consistent set of tables describing the 
that is managing mobDe unit 10 network traffic for an current routing information, or location, for each mo- 
associated subset of mobile units 10. This operation bile unit 10. If each global gateway 18 has separate 
proceeds using a non-IP protocol; however, transmis- pseudo-networks, then IP routing will automatically 
sion of the packets associated with the nonstandard send IP packets to the correct global gateway 18 that is 
protocol, between the gateways 18 and 16, is accom- 65 primarily responsible, for a mobile unit Even so, the 
plished by conventional IP methods. global gateways 18 must cooperate with one another if 

In this regard packets bearing the IP address are free movement and access to the same set of remote 

routed to the global gateway 18 which encapsulates hosts is to be accomplished. 
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Multiplexed pseudo-IP Add^sses 1^ ^l^^^^^ ^ ^^^^''^ 

^ *^ tween the wireless network and, through the wired 

As a community of mobile units 10 develops the re- network, to the network gateway, 
quired pseudo-IP addresses may be in short supply. If 3. A method as set forth m claim 2, wherein, in re- 
sessions with remote users having no special knowledge 5 sponse to the mobile communication unit becoming 
of the pseudo-IP addressing are frequently required a uncoupled from the wireless network, the method fur- 
less than optimum solution is to continue to allocate ther includes the steps of: 

more and more IP addresses. However, the remote notifying the network gateway that the mobile corn- 
users can be provided with facilities specifically di- munication unit is no longer active, the step of 
rected .to the needs of mobile unit 10 communications. 10 notifying including a step of sending a message 
Thus^ software may be employed that uses a same pseu- from the local gateway over the wired network to 
do-IP address to designate an arbitrarily large number network gateway; and 
of mobile units 10. Differentiation between mobile units ^ response to the notification by the local gateway, 
10 sharing a common pseudo-IP address is accom- deassigning, at the network gateway, the assigned 
phshed by mcludmg their respective umque identifiers, 15 network address ^ ' 
'""^l"" '^^l' "^"^fr numbers within each IP packet. 4, ^ ^.^^od as set forth in claim 3 wherein the step of 
'-Iti'f'^ funct.on|dity of the remote users pref- j^^j^^es an initial step of buffering within the 
rni'^nfJ c^^^^^^^^^ ^7 ^'T""^ xt'" ^^'^^^y- ^ predetermined interval of time, any 
Sdfd^uLti^^^^^ ,n information received from the wired network that U 

l^SJr^^n^^^^^^ ^n.^na.^JT ™»>"<^ Communication unit that is no 

according to an addtttonal header, containmg the mo- 1^ ^ ^- « j u ■ --r l-i 

bile unifs serial number, into ports opened by the pro- t fJ^^T^'^'' communica- 

cesses run by the remote use'packets sent from the ?on unit again becomes coupled 1^^ 

remote user to a particular mobile unit 10 are directed to ^^""'M^^ expiration of the predetermined interval of 

the local gateway 16 that is responsible, at that particu- 25 **™f; 9"^ «^^*^^^y 

lar time, for the desired mobile unit 10. notitying. 

While the invention has been particularly shown and . ^ ?! ^^^^ * ^n^^"^" 
described with respect to a preferred embodiment »ng a step of buffenng, at the network gateway, packets 
thereof, it wiU be understood by those skilled in the art addressed to the assigned network address dur- 
that changes in form and details may be made therein 30 '"8 a time that the mobile communication unit is not 
without departing from the scope and spirit of the in- actively coupled to the wireless network, 
vention. 6. A method as set forth in claim 5 wherein in re- 
Having thus described my invention, what I claim as fponse to the mobile communication unit indicating that 
new, and desire to secure by Letters Patent, is: 't is once more actively coupled to the wireless net- 

1. A method for transmitting information in a net- 35 work, further including the steps of: 
work that includes a wireless network and a wired net- retrieving the buffered packets of data; 

work, the network having at least one mobile communi- forwarding the retrieved packets to a local gateway 
cation unit in wireless communication with the wired that is bidircctionaUy coupled between the wired 
network over the wireless network, the network being network and the wireless network; and 
characterized in that users of the network are each 40 transmitting the retrieved packets from the local gate- 
assigned a unique network address, comprising the steps way to the mobile communication unit over the 
of: wireless network, 
establishing, through the wireless network, communi- 7- A method as set forth in claim 1 wherein the step of 
cation between the wired network and a mobile assigning includes a step of allocating the assigned net- 
communication unit; 45 work address from a pool of network addresses that is 
requesting an assignment of a network address for the maintained by the network gateway, 
mobile communication unit, the request being 8. A method as set forth in claim 7 wherein the wired 
made to a network gateway by the mobile commu- network conforms to a Transmission Control Protocol- 
nication unit through the wireless network, the /Internet Protocol standard and wherein the step of 
network gateway being bidirectionally coupled to 50 allocating includes an initial step of reserving a plurality 
the wired network for providing communications of Internet Protocol addresses for use by the network 
to remote users of the network; gateway, 
in response to the request, assigning, with the net- 9. A method as set forth in claim 1 wherein the step of 
work gateway, a network address to the mobile requesting includes a step of transmitting, from the 
communication unit, the assigned address being 55 mobile communication unit to the network gateway, an 
transmitted from the network gateway to the wired identifier that is unique to the mobile conmiunication 
network; unit, 
receiving the assigned network address with the mo- 10. A method as set forth in claim 9 wherein the step 
bile communication' unit, the assigned address of assigning assigns a single network address to a plural- 
being received through the wireless network; and 60 ity of mobile conmiunication units, the assigned net- 
in response to the received network address, the mo- work address including, for each of the plurality of 
bile communication unit thereafter communicating mobile communication units, the respective one of the 
with the network by employing the assigned net- unique identifiers so as to differentiate the plurality of 
work address. mobile communication units one from another. 

2. A inethod as set forth in claim 1 wherein the steps 65 11. A method as set forth in claim 1 and, in response 
of establishing, requesting, transmitting, and receiving to a message from the mobile communication unit that 
each include a step of routing information between the the mobOe communication unit intends to terminate 
wireless network and the wired network through a communication with the wired network, the method 
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includes a further step of deassigning the assigned net- 
work address at the network gateway. 

12. A method as set forth in claim 1 and, in response 
to a name inquiry to determine a network address that is 
associated with a name, further including the steps of: S 

if the name is associated with a permanently assigned 
network address, returning the permanently as- 
signed network address in response to the inquiry; 

if the name is associated with a temporarily assigned 
network address, returning the temporarily as- 10 
signed network address in response to the inquiry; 
and 

if the name is associated with a previously assigned 
network address, returning a predetermined net- 
work address that differs from the previously as- 15 
signed network address. 

13. In a data communications network comprised of a 
wired network and a wireless network, apparatus for 
managing the bidirectional transmission of information 
between the wired network and at least one mobile 20 
communication unit in wireless communications with 
the wired network over the wireless network, the data 
communications network being characterized in that 
users of the data communications network are each 
assigned a unique network address, comprising: 25 

local gateway means, coupled between a wireless 
Local Area Network (LAN) and the wired net- 
work, for communicating with a mobile communi- 
cation unit; and 

global gateway means coupled to the local gateway 30 
means and to remote users of the data communica- 
tions network, the global gateway means including 
means for maintaining a plurality of network ad- 
dresses, means for receiving a request for an assign- 
ment of a network address from the mobile com- 35 
munication unit, means for assigning one of the 
plurality of network addresses to the requesting 
mobile communication unit; and means for routing 
data received from a remote user, the data having 
an address corresponding to the assigned network 40 
address, to the mobile communication unit having 
the assigned address. 

14. Apparatus as set forth in claim 13 wherein the 
global gateway means further includes means for buff- 
ering data received from a remote user, the received 45 
data being addressed to a mobile communication unit 
having one of the assigned network addresses. 

15. Apparatus as set forth in claim 13 wherein the 
data communications network includes a plurality of 
wireless LANs each of which has at least one local 50 
gateway means coupled thereto. 

16. Apparatus as set forth in claim 15 and further 
comprising a plurality of global gateway means individ- 



ual ones of which are coupled to different ones of the 
plurality of wireless LANs through at least one of said 
local gateway means, each of said plurality of global 
gateway means including means for assigning network 
addresses to mobile conununication units in wireless 
conmjunication with their respective wireless LANs. 

17. Apparatus as set forth in claim 13 wherein the 
network addresses correspond to Internet Protocol 
address. 

18. Apparatus as set forth in claim 13 wherein the 
local gateway means includes means for buffering data 
addressed to one or more mobile communication units 
that are coupled to the wireless LAN. 

19. In a data communications network comprised of a 
wired network and a wireless network, a method for 
managing the bidirectional transmission of information 
between the wired networic and at least one mobile 
conununication unit in wireless communication with 
the wired network over the wireless network, the data 
communications network being characterized in that 
users of the data communications network are each 
assigned a unique network address, comprising the steps 
of: 

maintaining a plurality of the unique network ad- 
dresses with a global gateway means, the global 
gateway means being bidirectionally coupled to a 
local gateway means, through the wired network, 
and also to remote users of the data communica- 
tions network, the local gateway means being cou- 
pled between the wireless and the wired network; 

receiving, at the global gateway means, a request for 
an assignment of the network address from a mo- 
bile communication unit; 

in response to the received request, assigning one of 
the plurality of network addresses to the requesting 
mobile communication unit; and 

in response to a message received from a remote user, 
the message having an address that corresponds to 
the assigned network address, routing the message 
from the global gateway to the local gateway 
means, and from the local gateway means to the 
wireless network for reception by the mobile com- 
munications unit having the assigned network ad- 
dress. 

20. A method as set forth in claim 19 wherein the 
wired network operates in accordance with a protocol 
known as a Transmission Control Protocol, wherein the 
step of maintaining maintains network addresses that 
correspond to a protocol known as an Internet Proto- 
col, and wherein the wireless network operates in ac- 
cordance with a protocol other than the Transmission 
Control Protocol. 
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